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Abstract

Introduction: In today's knowledge-based economy, organizations increasingly regard
knowledge and information as their most valuable strategic assets. However, these assets are
highly vulnerable to a wide range of security threats. The rapid expansion of digital technologies
and electronic data exchange has significantly increased the exposure of sensitive information to
cyberattacks, data breaches, and unauthorized access. Business and public organizations routinely
generate, collect, process, and store vast amounts of information, making effective information
security management essential for protecting critical organizational assets. Information security
management encompasses the policies, procedures, and controls required to safeguard the
confidentiality, integrity, and availability of information against potential threats and
vulnerabilities. An Information Security Management System (ISMS) provides a systematic
framework for managing sensitive organizational information, minimizing security risks, and
ensuring business continuity through the proactive mitigation of security incidents. Moreover, an
ISMS enables organizations to identify, assess, and address security risks while demonstrating
their commitment to information security and privacy. The implementation of an ISMS typically
involves information security professionals, including Chief Information Security Officers, IT
Operations Managers, Security Coordinators, Security Analysts, and IT administrators, who are
responsible for establishing and maintaining appropriate technical and organizational controls.
These controls may include security policies, procedures, governance structures, software, and
hardware mechanisms designed to protect information assets. Among the internationally
recognized frameworks for information security management, ISO/IEC 27002, entitled
Information Security, Cybersecurity and Privacy Protection—Information Security Controls,
provides comprehensive guidance on the selection, implementation, and management of
information security controls. Accordingly, the present study aims to evaluate the status of
information security management practices in government organizations in Kerman, Iran, based
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on the human security, monitoring security, and environmental security components of the
ISO/IEC 27002 standard. .

Methodology: This study employed a descriptive survey research design. Data were collected
using a researcher-developed questionnaire based on the ISO/IEC 27002 standard for information
security management. The study population comprised 176 information technology specialists,
senior managers, and middle managers employed in government organizations in Kerman, Iran.
The sample size was determined using Cochran’s formula, resulting in a sample of 120
participants selected from the Departments of Education, the Kerman Governorate, the Tax
Affairs Organization, the Agricultural Jihad Organization, and the Department of Industry, Mine
and Trade. These organizations were purposively selected to facilitate access to relevant data and
information. The questionnaire was developed in accordance with the components of the ISO/IEC
27002 standard, an internationally recognized framework for information security management.
It focused on six key domains encompassing 19 subcomponents related to human and
environmental security: (1) information security organization (2 subcomponents), (2) human
resource security management (3 subcomponents), (3) physical and environmental security
management (2 subcomponents), (4) access control (7 subcomponents), (5) information security
incident management (2 subcomponents), and (6) compliance management (3 subcomponents).
Because the study focused on organizational personnel and security policies, these six domains
were incorporated into the research instrument. All items were measured using a five-point Likert
scale. The content validity of the questionnaire was confirmed by experts, yielding a content
validity coefficient of 0.93. The reliability of the instrument was assessed using Cronbach’s alpha,
demonstrating satisfactory internal consistency. Data were analyzed using SPSS software.
Descriptive statistics were employed to summarize the data, while inferential analyses were
conducted after verifying the assumptions of normality using the Kolmogorov—-Smirnov test and
homogeneity of variances. One-way analysis of variance (ANOVA) was used to test the research
hypotheses, and the Friedman test was applied to rank the dimensions of information security
management.

Findings: The results of the Kolmogorov—Smirnov test confirmed that all research variables
satisfied the assumption of normality. At the 95% confidence level (o = 0.05), the null hypothesis
of normal distribution was not rejected, justifying the use of parametric statistical tests.
Accordingly, one-sample Student’s t-tests were conducted to examine the main research
hypothesis and to compare the mean scores of each dimension of information security
management with the expected benchmark. The findings from the six sub-hypotheses indicated
that five dimensions—human resource security management, physical and environmental
security, access control, information security incident management, and compliance
management—achieved mean scores that were significantly higher than the expected level (p <
0.05). In contrast, the information security organization dimension performed below the
expected level, indicating a relative weakness in organizational security governance. Overall, the
results support the main research hypothesis, demonstrating that the overall performance of



information security management in the government organizations of Kerman, as assessed
against the ISO/IEC 27002 standard, is significantly above the expected level.

Discussion & Conclusion: The findings of the study indicate that information security policy
management is not adequately implemented in government organizations in Kerman. Among the
organizations examined, the highest level of performance in this dimension was observed in the
Governorate, whereas the lowest level was reported in the Agricultural Jihad Organization. These
findings suggest that the fundamental theoretical principles underlying information security
policy management have not received sufficient attention within these organizations. An effective
information security policy should reflect managerial commitment and clearly define the
organization’s strategic approach to information security management. However, the results
indicate that key elements, including the overall objectives, scope, significance, and framework
of information security, have not been sufficiently established. Furthermore, information security
policies are not systematically reviewed and updated at predetermined intervals, which may
reduce their effectiveness in addressing evolving security challenges. Based on the findings,
several recommendations are proposed. These include developing a comprehensive information
security management plan aligned with environmental, access control, and human resource
security requirements; providing specialized and continuous training programs for managerial
and technical personnel; strengthening legal frameworks for controlling and monitoring
information security activities; maintaining continuous records of security incidents; accurately
defining access levels to information resources; ensuring compliance with intellectual property
rights in the use of organizational information resources; and facilitating information sharing in
accordance with information security management principles.

Keyword: Performance Evaluation; Information Security Management; ISO/IEC 27002;
Government Organizations; Kerman City.
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